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Abstract. The purpose of the study was to determine the impact of artificial intelligence (AI) on the quality of management
decisions in the process of risk assessment and forecasting. For this purpose, the role of Al in risk management was
analysed, and the practices of using Al in risk management were studied. The study results confirmed that the
introduction of Al significantly improves the speed and quality of risk management decisions. It was found that with the
help of machine learning algorithms that use numerous variables to analyse the creditworthiness of customers, financial
institutions are more efficient in credit scoring. The algorithms allow banks to reduce default rates and at the same
time improve the quality of their loan portfolio by making assessments more informed. In addition, machine learning
technologies are used to quickly identify suspicious activities or abnormal patterns of customer behaviour, reduce the
number of fraudulent transactions, improve customer security and reduce the cost of identifying and eliminating such
threats. Another result of the study was the confirmation of the effectiveness of automating routine processes, such as
updating risk registers and generating reports, which can significantly reduce operating costs and speed up management
decision-making. Importantly, the use of Al not only improves the accuracy of risk forecasting and decision-making, but
also contributes to the personalisation of services for customers, which increases their loyalty and satisfaction. Together
with the implementation of compliance systems, Al technologies ensure compliance with legal requirements and increase
transparency in financial transactions, which reduces the likelihood of non-compliance with regulatory standards and
minimises the risks involved. The findings indicated that the introduction of Al for risk management requires not only
technological optimisation, but also a deep review of ethical standards, transparency of algorithms and adaptation of
regulatory mechanisms, which will ensure both increased efficiency and trust in such systems
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¢ INTRODUCTION

The use of artificial intelligence (Al) in risk management
has increased significantly since the early 2010s. With the
emergence of Industry 4.0, characterised by a high level of
digitalisation, big data processing and the integration of Al
into various sectors of the economy, traditional risk man-
agement methods have begun to show their limitations.
This is especially evident in the financial sector, where pro-
cesses are becoming increasingly complex and the amount
of data that needs to be analysed to predict risks is growing
significantly. The inability of organisations to adapt to new
challenges can lead to a number of problems. For example,

banking institutions that do not implement Al for risk fore-
casting or fraud detection risk incurring financial losses due
to the inefficiency of traditional risk analysis models. How-
ever, the use of Al is also accompanied by challenges: trans-
parency of Al algorithms, bias in decision-making, ethical
aspects, management of large amounts of data, and cus-
tomer privacy. If these issues are not effectively addressed,
the introduction of Al may create more risks than it solves.

Research in the field of digital banking and financial
technology has covered various aspects of the implemen-
tation of digital solutions in financial institutions and
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their impact on the financial services market. A. Medvid
& D. Dmitrishyn (2024) studied the transformation of
Ukraine’s banking system due to the impact of digital bank-
ing. The authors found that digital banks not only increase
the availability of financial services, but also stimulate oth-
er banks to innovate, which contributes to the development
of market competition. K. Kraus et al. (2021) researched the
success of Monobank as an example of the effective inte-
gration of digital technologies into the Ukrainian banking
sector. Thanks to its mobile approach and continuous in-
novation, Monobank has managed to significantly improve
the user experience and reduce operating costs, H. Arslani-
an & F. Fischer (2019) expanded the understanding of the
impact of FinTech, Al, and cryptocurrencies on traditional
banking models and demonstrated how these technolo-
gies accelerate automation and increase the efficiency of
financial transactions. At the same time, the researchers
described the regulatory and security challenges that arise
in the process of technology adoption.

The reviewed studies on the use of Al in project man-
agement have revealed important aspects of the introduc-
tion of innovative technologies to improve project man-
agement efficiency and minimise risks. E. Vyhmeister &
G.G. Castane (2024) developed a risk management system
based on trust in Al systems and the ethical and responsi-
ble aspects of its implementation. The authors emphasised
the importance of integrating Al into project management
processes, taking into account the new requirements of In-
dustry 5.0, which can contribute to safer and more efficient
project management.

The issues of Al for improving risk management in
financial and production systems have been addressed in
the works by G. Baryannis et al. (2019), H. Zhou et al. (2019)
and G. Piao & B. Xiao (2022). The use of IoT technologies
in combination with big data and neural networks for fi-
nancial risk management was investigated by H. Zhou et
al. (2019). The researchers found that the use of particle
swarm optimisation and neural networks allows for more
accurate processing of large amounts of data and a quick-
er response to changing market conditions. Research
by G. Piao & B. Xiao (2022) complemented this topic by
confirming the effectiveness of identifying behavioural
patterns of customers and investors by integrating be-
havioural financial theory with neural networks to more
accurately predict risks in commercial banks. G. Bary-
annis et al. (2019) reviewed the ways in which Al can be
applied to supply chain risk management and found that
traditional risk management methods are not always ef-
fective in the context of globalisation and the complexity
of modern supply chains.

The reviewed studies pointed to insufficient research
on the behavioural aspects of Al in risk management, ethi-
cal issues in the use of Al, and the lack of research covering
the comprehensive impact of Al on various areas of risk
management. The purpose of this study was to analyse the
effectiveness of Al in risk management in financial pro-
jects. To achieve this goal, the following objectives were
set: to study global trends in the use of AI; to analyse risk
management practices and identify key challenges to the
implementation of Al by financial institutions; to provide
recommendations for the implementation of Al in risk
management processes.
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e MATERIALS AND METHODS
The statistical data and current trends in the use of
Al in risk management were considered (Sizing the
prize..., 2017; Agarwal et al., 2021; Governing Al respon-
sibly, 2022; Calvery, 2024; IBM cost..., 2024). The reports
considered the areas of application and weaknesses of the
following technologies: automation of risk identification,
risk analysis, monitoring and early detection of risks, de-
cision support, automation of routine tasks, cybersecurity,
and information risk management. The next step was to
study the areas of Al application in banks. To analyse how
financial institutions use Al for risk management, available
information was collected from open sources, including ac-
ademic sources, publications in specialised organisations,
and other documents. The study of credit scoring analysed
the machine learning methods and algorithms used to as-
sess creditworthiness, as well as the factors that influence
the speed and accuracy of credit decision-making. The pro-
cess of collecting and analysing customer data considered
included financial history, demographic and behavioural
data, and other variables used to train machine learning
models. To study the fraud detection process and assess
its effectiveness, the algorithms used to analyse real-time
transactions and detect suspicious activity were reviewed.
Procedures for using anomaly and suspicious behaviour de-
tection algorithms to prevent fraudulent transactions were
considered, and the way to integrate these solutions into
the overall banking cybersecurity strategy was analysed.
The data collected allowed analysing in detail the pro-
cess of integrating Al-based threat detection systems and
their role in ensuring the information security of banks.
The study also looked at compliance processes: anti-money
laundering and countering the financing of terrorism. This
stage of the study analysed how Al is used to automate the
process of detecting suspicious transactions and to comply
with regulatory requirements. Data was collected on how
algorithms analyse customer transactions and identify ab-
normalities that may indicate a possible financial crime.
The analysis process included consideration of the use of
Al in the “know your customer” procedure and its role in
reducing operational risks. The information was processed
using the synthesis method, which allowed to formulate
recommendations for the successful implementation of Al
in risk management, as well as outline the prospects for
using Al in business processes.

e RESULTS

Theoretical foundations of Al impact on risk manage-
ment of financial institutions’ operational activities
In the business environment of the early 2020s, Al has be-
come an integral element of risk management strategies.
Organisations of various sizes and industries are actively
implementing Al technologies to improve the efficiency
of risk identification, analysis and monitoring, driven by
the growing complexity of risk factors, the speed of mar-
ket changes and the need to process large amounts of data.
Global trends in the implementation of Al in risk manage-
ment cover several key areas. The use of machine learning
to predict financial risks is becoming a standard practice
in financial institutions. Algorithms are used to analyse
data, identify patterns, and predict possible scenarios, al-
lowing companies to proactively manage financial threats.
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In addition, natural language processing is used to analyse
unstructured data such as reports, news and social media.
This practice helps to identify potential risks related to a
company’s reputation, changes in the regulatory envi-
ronment, or market trends; textual data analysis provides
a more complete picture of the risk landscape and allows
for informed decision-making. In cybersecurity, Al plays a
critical role in detecting and preventing cyber threats: deep
learning algorithms are used to analyse network traffic and
user behaviour in real time, identifying anomalies and po-
tential attacks. This is especially important as the number
and complexity of cyber threats increase, requiring a quick
and effective response.

Statistical data from a survey conducted by A. Agarw-
al et al. (2021) have shown that more than 50% of com-
panies already use AI in business processes, including
risk management, which increases forecasting accuracy
by 10-15% and reduces costs by 5-10%. According to PwC,
the use of Al is expected to increase global gross domes-
tic product by up to 14% by 2030, with the financial ser-
vices sector becoming one of the most profitable (Sizing
the prize..., 2017). Gartner predict that by 2025, 45% of
all organisations will be subject to cyberattacks (Gartner
identifies..., 2022), and according to IBM, companies that
implement Al for security can reduce the time to detect cy-
ber threats by 108 days compared to those that do not use
these technologies (IBM cost..., 2024). In addition, organi-
sations that use Al and automation save an average of USD
1.76 million per incident, which demonstrates the poten-
tial of technology to reduce operational risks. At the same
time, according to KPMG, 61% of executives do not trust Al
systems, which may slow down their adoption (Governing
Al responsibly, 2022).

These trends have shown that AI is becoming a key
tool in risk management, enabling organisations to more
accurately predict, effectively respond to, and strategically
plan actions in the face of uncertainty. Al has significantly
changed approaches to risk management, affecting vari-
ous aspects of the process; it has automated risk identi-
fication and assessment processes that were traditionally
labour-intensive and dependent on subjective assessments
by specialists. With the help of machine learning and big
data analytics, organisations can process large amounts of
information from various sources, including financial indi-

cators, market trends and internal operational data, which
helps to identify potential risks at an early stage and pro-
vides more informed assessments of their impact.

Al has enabled organisations to conduct deeper and
more accurate risk analysis: deep learning algorithms and
neural networks are able to identify complex patterns and
relationships between different risk factors that may not be
available to traditional analysis methods. Technology has
made it possible to predict the likelihood of risks and their
potential impact with high accuracy, which is critical for
strategic planning and informed decision-making. Al tech-
nologies have enabled continuous monitoring of internal
and external factors affecting an organisation’s risks. Re-
al-time systems are able to quickly detect deviations from
normal behaviour or anomalies in processes, which is espe-
cially important in areas where risks can progress rapidly
(e.g., financial markets or cybersecurity). Early detection of
risks allows organisations to respond in a timely manner
and minimise potential negative consequences.

In addition, Al can act as a decision support tool, pro-
viding managers with access to up-to-date and detailed
information. AI-powered analytics systems can model dif-
ferent scenarios, assess potential outcomes, and suggest
optimal response strategies to help allocate resources ef-
ficiently and maximise the effectiveness of investments.
Al can automate many routine and repetitive risk manage-
ment tasks, including updating risk registers, generating
regular reports, monitoring compliance, and other admin-
istrative processes. Automating these tasks can reduce the
likelihood of human error, increase efficiency, and allow
staff to focus on more strategic aspects of risk manage-
ment.

In the digital world, cybersecurity has become one of
the key areas of risk management, and Al plays a crucial
role in detecting and preventing cyber threats. Machine
learning algorithms are aimed at analysing network traffic,
user behaviour, and system logs to detect anomalies that
may indicate unauthorised access attempts or cyberat-
tacks. The use of Al in cybersecurity allows organisations
to proactively respond to threats, reducing the risk of data
breaches and financial losses. At the same time, it should
be borne in mind that the introduction of Al can create
problems that require additional attention to identify and
resolve (Table 1).

Table 1. Areas of Al application and potential weaknesses

application

Big data analysis: Al processes large amounts of
structured and unstructured data to identify potential
risks.

Automation of risk
identification

Data quality: It is necessary to ensure that the data is
accurate, complete, and up-to-date.
Confidentiality: Compliance with regulations on the

Machine learning: Algorithms are trained on historical
data to predict possible future risks.

protection of personal information.

Risk analysis

Predictive analytics: Modelling development scenarios
and assessing the likelihood of risks.
Natural language processing: Analysing text
documents to identify potential risks missed by
manual analysis.

Interpretability of models: It is important to
understand how Al models make decisions.
Algorithm biases: Checking models for biases that
may affect the accuracy of the analysis.

Monitoring and early
detection of risks

Real-time monitoring: Continuous tracking of
indicators with alarms in case of deviations.
Sentiment analysis: Tracking team or stakeholder
sentiment through communication platforms.

False alarms: The possibility of an overabundance of
alerts that may be ignored.
False positives: Al systems produce a result with
a percentage of probability, and may provide false
positives or false negatives.
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Table 1, Continued

application

Decision support

Recommendation systems: Suggesting optimal risk
response strategies.
Resource optimisation: Algorithms help in the
allocation of resources to minimise the impact of risks.

Dependence on technology: Avoiding over-reliance on
Al, maintain critical thinking.
Staff training: The team must understand the
principles of Al systems.

Automation of

Robotic process automation (RPA): Automation of

Resistance to change: Effective change management
must be ensured to avoid resistance.

routine tasks

repetitive tasks, such as updating risk registers or

Technical failures: Having backup plans in place in
case of system failures.

predict possible attacks.

generating reports.
Cybersecurity and Anomaly detection: 2etec(tjmg unusual activity on
information risk . hetworks and systems.
Attack prediction: Analysing cyber threat patterns to
management

Updating algorithms: Regularly updating AI models to
keep up with new threats.
Compliance: Compliance with regulatory
requirements for cybersecurity and data protection.

Source: compiled by the author

The integration of Al into risk management contrib-
utes to the efficiency and resilience of organisations. It
provides more accurate and timely analysis, allows for a
better understanding of complex risk environments, and
allows for a greater degree of confidence in responding to
them. However, successful Al adoption requires considera-
tion of technical, ethical and legal aspects, including data
quality, privacy and regulatory compliance.

The use of Al in risk management
in financial organisations
Banks of the 21°t century are actively using mobile appli-
cations to reduce operating costs and provide convenient
access to financial products. Al and machine learning help
to increase the efficiency of operations and improve the
customer experience. Technology also allows for the au-
tomation of risk management processes, especially in the
area of credit scoring, and the use of machine learning al-
gorithms to quickly analyse large amounts of data helps
to reduce credit risks, detect fraudulent transactions and
make informed financial decisions. Banks are focused on
implementing technological innovations to improve the
convenience and security of customer service. Among the
most common Al tools are systems for analysing customer
behavioural data, which allow for quick adaptation of prod-
ucts to the needs of users, and automated support services
that provide advice and answers to customer questions in
real time. Studies show that the use of such technologies
has become a standard among leading financial institutions
seeking to ensure the accuracy of assessments and efficien-
cy of operations (Dunas & Bilokrynytska, 2019; Yanenko-
vaetal.,2021; Grabovets & Temelkov, 2024). As Al becomes
an integral part of the banking sector, further development
and implementation of innovative solutions aimed at im-
proving the efficiency of financial services is expected.
The introduction of machine learning algorithms has
significantly improved the speed and accuracy of credit de-
cision-making: customers can receive a loan decision with-
in a short time after applying through a mobile application,
and the use of Al has improved the quality of the loan port-
folio and reduced credit risks (Agarwal et al., 2021; Edunjo-
bi & Odejide, 2024). In other words, the use of Al in credit
scoring and credit risk assessment has enabled financial
institutions to increase process efficiency, reduce the risk
of loan default, and improve customer service, which has a
positive impact on the bank’s financial stability.
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Systems that use algorithms to detect anomalies and
suspicious behaviour analyse customer transaction pat-
terns, taking into account parameters such as transaction
amounts, transaction frequency, geolocation and previous
transaction history. When deviations from normal be-
haviour are detected, the system automatically generates
alerts for further verification. The anomaly detection algo-
rithms are based on machine learning techniques, includ-
ing clustering models and deep neural networks. They are
able to detect complex fraud schemes that may be invisi-
ble to traditional systems. For example, if a transaction is
made from an unusual location for the customer or there is
unusual activity at night, the system can temporarily block
the transaction and send a confirmation request to the cus-
tomer (Ali et al., 2022).

As financial organisations such as JP Morgan and
Gartner actively use Al to monitor transactions in real time
to detect fraud and ensure cybersecurity, the technology al-
lows them to analyse large amounts of transactional data,
identify anomalies in user behaviour and respond quick-
ly to potential threats (Gartner identifies..., 2022; How
Al..., 2023). Al-based systems are constantly learning from
new data, which helps to quickly identify fraudulent trans-
actions, such as phishing, identity theft, or attempts to use
stolen card data. This significantly increases the effective-
ness of protection and reduces the risk of financial losses
from cyber threats, which is also confirmed by many sourc-
es analysing current trends in the financial sector (Aschi et
al., 2022; Afriyie et al., 2023; Al-hchaimi et al., 2024). Fraud
prevention measures include multifactor authentication
and the use of biometrics to verify the customer’s identity
and a behavioural biometrics system that analyses unique
patterns of customer interaction with a mobile applica-
tion, such as typing speed and mouse movements. This is
known to further increase the level of economic security at
the micro level and reduce the risk of unauthorised access
(Koba, 2021).

The results of the introduction of Al in cybersecurity
are also positive: AI’s rapid response to potential threats
minimises operational risks and losses for banks, and its use
in cybersecurity helps to comply with regulatory require-
ments for data protection and prevent money laundering.
The introduction of Al for fraud detection and cybersecu-
rity can increase the effectiveness of financial transaction
protection, reduce the number of fraudulent transactions,
and improve customer security, which has had a positive
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impact on the reputation and financial stability of banks
(Managing artificial..., 2024).

Financial institutions are actively using AI to ana-
lyse customer behaviour in order to provide personalised
services and effectively manage customer risks. Machine
learning algorithms analyse customer transaction history,
financial activity, and other relevant data, allowing banks
to create detailed customer profiles, identify their financial
needs, and anticipate potential risks. Based on the collect-
ed data, they generate individual offers and recommenda-
tions that meet the unique needs of each client. For ex-
ample, a bank may offer special loan products, favourable
deposit terms or personalised loyalty programmes. Such
an approach is known to increase customer satisfaction
and strengthen long-term relationships with the bank
(Jaiwant, 2022; Gigante & Zago, 2022). Credit limits are
managed based on the client’s risk profile generated by Al
By analysing payment discipline, income, and other finan-
cial indicators, banks can dynamically adjust credit limits,
which helps reduce the risk of default and ensure more re-
sponsible lending.

The use of Al in know-your-customer and anti-money
laundering procedures is gradually being seen as a stand-
ard for modern financial institutions (Ridzuan et al., 2024).
In know-your-customer procedures, financial institutions
use automatic facial recognition and document analysis
technologies to identify customers quickly and accurate-
ly: customers can upload photos of documents and selfies
when registering via a mobile application, and AI checks
the data and authenticity of documents, reducing the risk
of fraud and errors in the verification process.

To combat money laundering, machine learning algo-
rithms can also be used to analyse customer transactions
in real time. Such algorithms identify suspicious behaviour
patterns, atypical amounts or frequency of transactions,
transfers to accounts in high-risk countries, etc. When
anomalies are detected, the system generates alerts for the
compliance department for further investigation. The use
of Al in compliance processes helps to reduce operational
risks, as automation of routine tasks reduces the likelihood
of human error, increases the efficiency of the compli-
ance department and allows employees to focus on more
complex analytical tasks. This helps banks avoid fines and
penalties from regulators, maintain financial stability and
retain customer confidence.

It is important that Al risk management practices are
in line with international standards and recommendations
in the banking sector. Banks should use advanced machine
learning and data analytics technologies in line with the
recommendations of the Basel Committee on Banking Su-
pervision to improve risk management through the use of
modern technologies (Digitalisation of finance, 2024) and
recommendations of scientists (Thach et al., 2021). The
use of Al should be based on ethical principles and com-
pliance with regulatory requirements, in line with industry
best practices. In the area of anti-money laundering and
countering terrorist financing, the use of Al to automate
anti-money laundering and countering terrorist financing
processes should comply with the recommendations of the
Financial Action Task Force and the requirements of the
national bank of the country in which the bank operates,
contributing to the effective detection and prevention of

illegal financial transactions (FATF, 2021).

The use of Al has raised important ethical issues re-
garding the processing and protection of personal data.
Collecting and analysing large amounts of data allows
banks to improve their risk management, but at the same
time requires high standards of confidentiality and ethics.
As banks process significant amounts of their customers’
information, including financial transactions, behaviour-
al patterns and other personal data, this raises concerns
about potential privacy breaches and the possibility of
misuse. Ethical issues also relate to the transparency of Al
algorithms used to make lending and risk management de-
cisions. Lack of clarity on how algorithms make decisions
can lead to discrimination or bias. For example, an algo-
rithm may unknowingly favour certain groups of customers
based on indirect indicators.

Aware of these risks, leading financial institutions are
implementing measures to ensure the ethical use of data,
including regular audits of algorithms for bias, ensuring
transparency of processes, and providing customers with
the opportunity to challenge decisions made by automat-
ed systems (Bias in algorithmic..., 2019). Banks should also
inform customers about what data is collected, how it is
used, and what rights customers have over their data. In
addition, cybersecurity issues are critical, as a data breach
or compromise could have serious consequences for cus-
tomers. Institutions are required to invest in up-to-date
data protection technologies, train staff on how to handle
information securely, and respond to incidents in accord-
ance with industry best practices. Ethical aspects also in-
clude responsibility for decisions made on the basis of Al,
as automated systems should not violate the rights of cus-
tomers, but rather act in their best interests. This requires
a balance between the efficiency of technology and the
ethical obligations of banks to their customers. Banks must
comply not only with national laws but also with interna-
tional standards, such as the Regulation of the European
Parliament and of the Council No. 2016/679 (2016), if they
serve EU customers.

Implementation of Al-based risk management in the
financial sector

The introduction of Al in risk management opens up new
opportunities to improve the efficiency of business pro-
cesses. However, in order to maximise the benefits of these
technologies, organisations need to follow specific strate-
gic guidelines, including effective change management and
optimisation of internal processes (Fig. 1).

Integrating Al into all stages of the risk management
process requires organisations to consider data and data
quality, as AI models require reliable and structured data
to achieve accurate results. By implementing big data sys-
tems in conjunction with Al, financial institutions will be
able to reduce operational risks, detect threats in advance,
and minimise losses. Organisations that use real-time data
significantly increase their ability to respond to potential
threats. Another important aspect is the ongoing devel-
opment and training of staff. As the introduction of Al is
accompanied by significant technological changes, it is
important to create training programmes for employees.
They should not only understand the technological aspects
of Al, but also be able to integrate new tools into their daily
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work. As the introduction of Al often changes the struc-
ture of processes, making them more automated and fast-
er, it is worth paying attention to process management.
Reviewing existing business procedures and optimising

them to take into account new technologies can be done,
for example, by integrating automated risk management
systems into existing banking reporting platforms to facil-
itate decision-making.

4' Recommendations for the successful implementation of Al in risk management ‘
»‘ Strategic planning }—»‘ Define goals and expected results fromthe use of Al ‘
»‘ Stakeholderengagement }—»‘ Ensure support from management and team ‘
»‘ Pilot projects }—»‘ Start with small projects to test the effectiveness of Al ‘
»‘ Staff training }—»‘ Invest in the development of team skills ‘

|

»‘ Evaluation and improvement }—»‘ Continuously analyse results and improve processes and models

Figure 1. Recommendations for the successful implementation of Al in risk management

Source: compiled by the author

Cybersecurity is another area where Al is needed;
machine learning technologies help monitor transactions
and detect anomalies in user behaviour, allowing banks
to identify potentially fraudulent activities in time and
protect themselves from cyberattacks. In this context, the
prospects for the development of threat detection technol-
ogies are becoming one of the key tasks for ensuring the
stability of financial institutions in the future. The pros-
pects for Al implementation also lie in the opportunities to
use the technology not only for risk management, but also
to improve customer experience and develop new prod-
ucts and services. For example, personalised financial of-
fers based on user behaviour analysis will help institutions
better understand customer needs and increase customer
loyalty. In addition, AI can become a tool for building pre-
dictive models that will allow banks to adapt their strategy
to changing market conditions.

e DISCUSSION

The study analysed in detail the impact of AI on risk man-
agement processes, particularly in the financial sector.
It was found that Al is an effective tool for predicting fi-
nancial risks, monitoring transactions in real time, and
automating routine tasks. Thanks to the introduction of
machine learning and anomaly detection algorithms, mod-
ern financial institutions have significantly improved the
quality of credit risk management, fraud detection, and cy-
bersecurity. The personalisation of customer services and
compliance procedures, which are an integral part of effec-
tive risk management using Al, were also discussed.

An analysis of how banks are using Al technologies to
analyse large amounts of structured and unstructured data
has shown that AI allows them to identify potential risks
based on the analysis of financial indicators, market trends
and internal operational data. Automating processes with
AT has significantly improved the accuracy of risk forecast-
ing and simplified data processing, enabling organisations
to respond to risks more quickly and make informed de-
cisions. However, the challenges of this approach include
the need to ensure high data quality and confidentiality.
The study by A.M.A. Musleh Al-Sartawi et al. (2022) also
examined the role of Al in big data processing, but in the
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context of sustainable finance. AI’s assistance in analysing
big data related to environmental, social, and governance
factors can improve environmental risk assessment and
forecasting the sustainability impact of investments.

The study examined the impact of Al-assisted automa-
tion on banking consumers. The use of Al in credit scor-
ing, fraud detection, and customer behaviour analysis has
allowed banks to improve the efficiency of their processes
and provide more accurate risk assessment and personal-
ised services. Consumers have gained faster access to bank-
ing products and greater protection from cyber threats,
which has had a positive impact on their experience and
increased trust in the bank. F. Konigstorfer & S. Thal-
mann (2020) found that AI in commercial banks opens
up new opportunities to study the behavioural aspects of
customers’ financial decisions, meaning that the use of Al
can allow banks to better understand customer needs, offer
more personalised services, and improve service. However,
the issue of using Al to predict customers’ financial behav-
iour remains unresolved.

Innovative technologies, including Al, not only help to
improve the efficiency of financial operations, but can also
provide access to financial services to a wider range of us-
ers. With the help of Al financial institutions can automate
routine processes, reduce costs, and increase the speed of
processing applications for loans and other financial ser-
vices. In addition, AI can better analyse customer behav-
iour and offer personalised solutions, which greatly simpli-
fies access to financial products, especially for customers
who previously faced restrictions due to complexity of pro-
cedures or lack of credit history. These findings are con-
sistent with the study by D. Mhlanga (2020), who discussed
the interaction of AI with the Fourth Industrial Revolution
to address the problems of unequal access to financial ser-
vices. The scientist noted that process automation and
improved customer analysis really help to reduce barriers
for those who previously had limited access to financial re-
sources. The study by S. Ahmed et al. (2022) also confirmed
the effectiveness of Al in the financial sector by systematis-
ing scientific publications on operations’ automation, risk
management, and data analysis, which can contribute to
more informed decision-making in financial institutions.
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Al technologies help optimise management decisions,
increase efficiency and minimise risks. The introduction
of Al allows for the automation of routine processes such
as updating registers and generating reports, which can
increase the speed and accuracy of management deci-
sions. Al has also had a significant impact on improving
cybersecurity, as machine learning algorithms help detect
anomalies in systems and prevent cyber threats. Al-based
analytical tools can help predict potential risks, assess the
impact of management decisions on various aspects of or-
ganisations, make informed decisions, and reduce poten-
tial financial losses. Research by H. Pallathadka et al. (2023)
similarly showed that Al automates routine tasks, improves
the quality of decisions, and contributes to more accurate
forecasting of risks and market trends in business, e-com-
merce, and financial services. In the financial sector, Al
helps to optimise risk management processes, as well as
improve the accuracy of financial forecasts and asset man-
agement. L. Cao (2022), in turn, emphasised the challenges
associated with ensuring data quality and transparency of
algorithms, which coincides with the need to comply with
ethical standards in the use of Al in the financial sector.

The study analysed the practices of using Al in vari-
ous financial processes and highlighted their strengths
and weaknesses. The introduction of AI has allowed for the
automation of important business processes, such as risk
management and credit scoring, which has reduced hu-
man error and accelerated decision-making. The strengths
of these practices include AI’s ability to work with large
amounts of data, detect fraudulent transactions quickly,and
improve customer security. At the same time, weaknesses
include the need to ensure the transparency of algorithms,
avoid bias, and comply with regulatory requirements.
These findings are consistent with the study by A. Ashta &
H. Herrmann (2021), which also analysed the impact of Al
on financial processes. The authors identified significant
opportunities for Al to transform banking, investment,
and microfinance, while also highlighting the risks asso-
ciated with cyberattacks, data protection, and regulatory
challenges. The study by J.W. Goodell et al. (2021) further
demonstrated that key research areas are focused on risk
management and forecasting, but there is a need to address
issues of algorithmic interpretation and data protection.

The study analysed the implementation of Al-assisted
process automation, including robotic process automation,
which automates repetitive tasks such as updating risk
registers and generating reports. Machine learning algo-
rithms used to predict risks and analyse large amounts of
data were also discussed. As Al has increased the efficiency
of real-time risk monitoring and enabled the detection of
anomalies in user behaviour, it has facilitated timely re-
sponse to threats. These findings are in line with the study
by H.A. Javaid (2024), in which the author concluded that
Al significantly improves the efficiency of financial servic-
es by reducing costs and increasing the accuracy of deci-
sion-making. Integration of Al allows financial institutions
to adapt their operating models to changing market condi-
tions, ensure flexibility and resilience of business models,
and improve the quality of customer service in a changing
market environment.

Among the main threats and weaknesses in the use
of Al technologies is the quality of the data on which the

algorithms operate. False or incomplete data can lead to er-
roneous decisions and increased risks. Another weakness is
the transparency of Al models - the difficulty in explaining
howan algorithm makes certain decisions can cause concern
among customers and regulators. It also creates potential
legal risks, as unclear decisions can cause distrust and con-
flicts. In their paper, N. Bussmann et al. (2021) confirmed
the above weaknesses and emphasised the need for trans-
parency in machine learning models, especially in the area
of credit risk management. Complex and opaque models
can lead to legal and ethical problems due to a lack of clarity
in the decision-making process. The authors suggested the
introduction of explanatory methods in Al models to in-
crease trust in such systems and improve risk management.
The study revealed the process of how financial in-
stitutions collect and use customer data. This data may
include information on customer behavioural patterns, fi-
nancial transactions, and other personal data to improve
customer service and mitigate risks. Further processing
with AI algorithms allows banks to assess the risk profile
of a customer, dynamically adjust credit limits and offer
personalised products. However, the collection of large
amounts of data also raises ethical questions about privacy
and transparency of decision-making, requiring banks to
ensure high standards of data processing, including com-
pliance with international and national standards. V. Mos-
cato et al. (2021) complemented this data by investigating
different approaches to using machine learning to predict
credit scores. The researchers compared several algorithms
for assessing borrowers’ creditworthiness and found that
the use of different machine learning models allows finan-
cial institutions to choose the most effective approaches
to reduce risks and improve decision-making. The studies
reviewed highlighted the importance and prospects of us-
ing Al to increase the efficiency of financial transactions,
mitigate risks, and improve customer interactions. At the
same time, the need to increase the transparency of Al al-
gorithms and implement ethical principles when working
with large amounts of data remains a common problem.

e CONCLUSIONS

The study demonstrated the significant impact of Al on risk
management in various areas, especially in the financial
sector. The analysis found that Al technologies significant-
ly improve the processes of risk identification, assessment,
and monitoring and help organisations achieve greater
efficiency and resilience in a challenging market environ-
ment. It was found that the implementation of machine
learning algorithms allows banks to predict risks faster
and more accurately, which has a positive impact on man-
agement strategies. Real-time data analytics and machine
learning have made it possible to automate labour-inten-
sive processes, such as credit scoring and fraud detection.
As a result, organisations can identify potential threats
faster, respond to them and minimise potential losses.

Al technologies significantly improve the accuracy of
risk analysis by being able to process large amounts of in-
formation. The use of deep learning and natural language
analysis techniques allows financial institutions to iden-
tify market trends, assess reputational risks, and detect
cyber threats faster. In areas such as cybersecurity, Al has
become a key tool for detecting cyber threats by analysing
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network traffic and user behaviour in real time, as well as
for improving credit risk management and cybersecurity.
Implemented machine learning algorithms have allowed
banks not only to make faster credit decisions, but also to
significantly reduce credit risks. The use of Al helps au-
tomate routine tasks such as updating risk registers and
regulatory reporting. This is especially true for anti-mon-
ey laundering and countering the financing of terrorism.
By integrating Al into these processes, organisations can
perform know-your-customer procedures faster and more
accurately and prevent money laundering and terrorist
financing risks. In addition, Al technologies significantly
increase the ability of decision support systems to model
various scenarios, allowing management to better allocate
resources and improve overall risk management efficien-
cy. In particular, in the area of anti-money laundering and
countering the financing of terrorism, process automation
allows organisations to meet regulatory requirements and
reduce operational risks.

However, the study also identified certain challenges
associated with Al integration, including ensuring data
quality and compliance with legal regulations, especially in

the context of personal data protection. The transparency
of the algorithms used for decision-making remains an im-
portant issue, as they may affect the fairness and accuracy
of risk assessment. For further research, it is recommended
to pay attention to the analysis of specific technological
solutions implemented in financial institutions that are
willing to provide more open data on their functioning.
This will allow obtaining expanded data on the impact
of Al on risk management. In addition, further research
is recommended to focus on ethical issues related to the
use of Al, in particular, transparency of decision-making
and avoidance of algorithmic bias. An in-depth analysis of
these topics will allow for a better understanding of how Al
can not only improve risk management efficiency, but also
expand opportunities for the development of new products
and services in the banking sector.
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Awnorairig. MeTtoro po60Ty 6y/10 BUSHAUMTH BILUIMB MITYYHOTO iHTenekTy (IIII) Ha SKicTb yIIpaBaiHChKMX pillleHb Y Iporieci
OIIiHKM Ta MPOTHO3YBaHHS PU3MUKiB. [IJig 11bOTO 6Y/I0 BMKOHAHO aHasi3 posi Il B ympaBiiHHI pu3uKaMu, JOCTiIKEHO
npakTuky BuKopuctaHHs LI B ympaBmiHHI pusukamu. Pe3ynbratut AOCTIIKEHHS MiITBEPIWIN, IO BIIPOBAJKEHHS
III 3HAaYHO MiABUIINYE MBUAKICTD i SKiCTh MPUIHSITTS pillleHb, TTOB’I3aHUX 3 YIIPABIiHHIM pU3MKaMu. By/o BUSBIIEHO,
IO 3a JOMOMOTOI aJITOPUTMIB MAIlMHHOTO HaBYaHHS, SIKi BUKOPUCTOBYIOTb BEJIMKY KiJbKICTb 3MiHHUX [JJIsl aHaTi3y
KPeAUTOCIIPOMOXKHOCTI KITi€HTiB, (iHaHCOBI ycTaHOBU edeKTUBHIlle 3[iliCHIOIOTh KPeAUTHUII CKOPUHT. AJTOPUTMMU
IIO3BOJISTIOTh GaHKaM 3HVKYBAaTH piBeHb AedoiTiB i BOMHOYAC MMOKpAIyBaTH SIKiCTh KPEAVUTHOTO MOPTGEIs, 10 POOUTh
OIiHKM GibIII OGIPYHTOBaHUMM. KpiM TOTrO, TeXHOMOTii MalIMHHOTO HaBUYAHHS BUKOPUCTOBYIOTHCS MJIS OMEpPaTUBHOI
imenTudikamii mimospinux miii a6o aHOMaJbHUX MOfEeil MOBeIiHKM KII€HTIB, 3MEeHIIeHHS KiJbKOCTi MIaxpaichbKux
ormepalliii, migBuIleHHs PiBHS 6e3IeKu KITi€HTIB Ta CKOPOUEHHST BUTPAT Ha BUSIBJIEHHS i1 YCYHEHHS TaKuX 3arpos. IHImm
pes3ynbTaTOM JOC/iIKEHHS CTaJIO ITiATBEPAKEHHS e(peKTUMBHOCTI aBTOMAaTH3allii pyTMHHUX ITPOIIECiB, TAKUX SIK OHOBJIEHHSI
peecTpiB pMU3UKiB Ta reHepyBaHHS 3BiTiB, 1110 I03BOJISIE CYTTEBO 3HU3UTU OTepalliliHi BUTpATU ¥ MPUCKOPUTHU TIPOLeCH
TIPUIHSTTS YOPaBIiHChKUX pillleHb. Baxknuso, mo BuxkopuctanHs I He muine migBUINYye TOUHICTh MPOTHO3YBAHHS
PU3UKIB i IPUITHATTS pillleHb, aje ¥ CIpusi€ MmepcoHati3alii mocayr O7sl KIi€HTIB, [0 MiABUIIYE IXHIO JIOSUIbHICTb Ta
3a/I0BOJIEHICTh. Pa30M i3 BIPOBAIKEHHSM CHUCTEM KOMILIA€HCY, TexHosorii I 3a6e3meuyioTh JOTPUMAaHHS MPAaBOBUX
BMMOT i MiZBUIIYIOTh MPO30PiCcTh ¥ GiHAHCOBMX OMeparlisix, o 3HMKYE MMOBIpHICTh HEBiAIOBIMHOCTI PETYISITOPHUM
HOpMaM Ta MiHiMi3ye BianoBigHi pusuku. OTpuMaHi pesynbTaTy BKa3aay Ha Te, 10 BripoBaykeHHs I ajig ynpaBiiHHS
puU3MKaMy, IOTpebye He JIKIle TEXHOIOTiUHO1 ONTMMi3allii, ae i IMMH60KOTo NeperisaLy eTUUYHMUX CTAaHIAPTiB, TPO30POCTi
aJTOPUTMIB Ta afanTallii peryJsiTOpHUX MexaHi3MiB, 10 B KOMIUIEKCi 326€31MeUnTh SIK MiABUIIeHHS e(DeKTUBHOCTI, TaK i
IIOBipY [I0 TAKUX CUCTEM
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